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Boosting real-time cybersecurity: The Influence of the size of system call

sequences on intrusion detection
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Abstract :

Container technology has recently gained tremendous value and popularity, especially among
developers and technology companies. Detecting cyberattacks in real-time has become a key
requirement, especially when containers become part of a cloud environment. Intrusion
detection systems are used to look for suspicious activity affecting containerized applications,
whether they are running in the cloud or standalone. In other words, any attempts to change
the behavior of containers or the applications running inside them will not help with attack or
anomaly detection. The contribution of this study lies in the way it investigates the effect of
the size of the system call sequence on attack detection. By moving windows of different
sizes. The study evaluated on the LID-DS dataset to study the effect of partial versus full
trace on anomaly detection. The study also analyzed how changes in the sizes of the sliding
windows affected the classifier's performance in anomaly detection. It used a combination of
machine learning algorithms. The Random Forest Random Forest algorithm achieved success
across all metrics and window sizes. The window size w=14 achieved the best performance

and most suitable window size for detecting attacks.
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