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China's Cybersecurity Doctrine
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( Received: 27 November 2024, Accepted: 5 February 2025)
Abstract:

Security doctrine is one of the important pillars of the state's public policy, especially in the
field of cyberspace, as international relations have developed in terms of actors, topics and
tools used to manage various interactions. In light of the qualitative leap that coincided with
the digital technology revolution, which has invaded various areas of human life and
international interactions, a new type of threat has emerged, namely cyber threats. With the
emergence of cyber power as a fundamental pillar in building national security, countries
have rushed to form civil and military bodies and institutions, enact legal legislation and
develop a special strategy to confront current and future cyber threats and defend their
security, in addition to working at the regional and international levels for a safe and
peaceful cyberspace. The research aims to study the most important concepts in
cyberspace, study China's security doctrine in the field of cyberspace, and the role of cyber
technological progress in developing this doctrine at the national and international levels.
The research is based on the descriptive analytical approach. The study reached the most
important results: the diversity of cyber threats from (cyber espionage, cyber hacking, cyber
attacks, cyber terrorism). The most important recommendations include: the necessity of
developing cyber capabilities and integrating them into various fields, and the necessity of

fully keeping pace with technical and technological development.

Keywords: cyber, cyberspace, cyber force, cyber—attacks, cyber security, security threats.
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