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(Host Configuration Protocol (DHCP)



Reverse Address Resolution Protocol (RARP)
ARP J alie JS5 Jazy —

e MAC o)l P Ol sie Balelia gty —
DHCP - Y s BOOTP - 4llagul &5 —
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Argon

128.143.137.144
00:a0:24:71:e4:44

W

>

ARP Request:
What is the MAC address
of 128.143.71.17

Router137
128.143.137.1
00:€0:9:23:a8:20
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128.143.137.144 128.143.137.1

00:a0:24:71:e4:44 00:€0:/9:23:a8:20
= ARP Reply: ’
—— || < The MAC address of 128.143.71.1 4——3 = cacomms
f is 00:0:9:23:a8:20
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RARP -

What's my IP address?

IP: 0.0.0.0
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RARP TABLE:

aaaa.bbbb.cccc=192168.1.1

dddd.eeee ffff= 192.168.1.2

IP address 192.168.1.1 is yours!

RARP Reply:

MAC: aaaa.bbbb.cccc
IP: 192.168.1.1
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Client RARP Server

1. Generate HARF
Request Frame "

2. Broadcast RARP |7
Request Frame |, ————
o RARF Request

‘-. "‘----__h‘_ 3. Process RARP

. Request Frame
.‘ o

4. Generate RARP
Heply Frame

e 3 Send RARP Reply Frame

1 _I' | ) e
A [0

6. Process RARP -
Reply Frame
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(BOOTP) BOOTstrap JsSsis»
1985 ale 4t ai —

(at boot time) ¢38Y) i 5 [P O sie anadl ady —
Gilead 483 08y —
(IP address assignment) IP 0l sie janass o

(Detection of the IP address for a serving machine) 23l IP () sie L) e
(boot file name) &Y dic 4l Caal 56l calall anld 23ay @

& ,network mask ,default router sasasi; |P () siad 4ol a8y —
(UDP Port 67 (server) and 68 (host)) UDP JSsis padiuy —

limited broadcast address (255.255.255.255) caaiy —
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Leie ,cailla 5 Ban J S 55550l 18 o g

(IP addresses are assigned on-demand) 4alall xic [P (slie janads
Sl i sl (g liall anads
(Support mobility of laptops) 3! 48 s acy

BOOTP d sk
(temporary allocation (“leases”) of IP addresses) o sbiall i 5all javadill oy o

IP o) sie Glalae) JalS jlidly agay o

BOOTP clients g Jeal sill anlaion
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Argon

00:a0:24:71:e4:44

[T

DHCP Request
00:a20:24:71:e4:44
Sent to 255.255.255.255

DHCP Server

DDDDDDDD

|

o

il

- A

pReEEaEEEE R
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Argon
128.143.137.144
00:a0:24:71:e4:44 DHCP Server
DHCP Response

fﬂ

|

IP address: 128.143.137.144 ’
< Default gateway: 128.143.137.1 = |¢&——C3 cucosmos ‘
Netmask: 255.255.0.0

|
|
|




DCHP DISCOVER (the client does not know the IP address of -
DHCCP server)

DHCP Client
00:a0:24:71:e4:44 DHCP Server

DDDDDDDD

DHCPDISCOVER —
Sent to 255.255.255.255 ﬂ‘

L
),
),

|

(LI

- DHCP Server
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(i JiSi 5 %a1) DHCP JsS st Jas 430

DHCP Client

00:a0:24:71:

g

DCHP OFFER -

DHCPOFFER

&~

DHCPOFFER

\DHCP Server

LI
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DCHP DISCOVER (the client knows the IP address of DHCCP -

server)
DHCP Client
00:a0:24:71:e4:44 DHCP Server
= DHCPREQUEST > ’
;F - DHCPACK )
[ ]  oeooeeoo

I
M

(TiT

b

DHCP Server
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DCHP DISCOVER (the client knows the IP address of DHCCP

server)
DHCP Client
00:a0:24:71:e4:44 DHCP Server
= DHCPREQUEST > ’
;F - DHCPACK )
z Z e T—
— — DHCP Server

At this time, the DHCP client can start to use the
|P address
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Renewing a Lease (sent when 50% of lease has expired) -

DHCP Client
00:a0:24:71:e4:44 DHCP Server
o DHCPREQUEST >
g ‘E aaaaaaaa ‘ ’
— 1) - DHCPACK 1

DDDDDDDD

LI |
LU |
—

O
I
O
U
&
5
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Renewing a Lease (sent when 50% of lease has expired)

DHCP Client
00:a0:24:71:e4:44 DHCP Server
— DHCPREQUEST >
— ‘z ﬁﬁﬁﬁﬁﬁﬁﬁ ‘ ’
—_) - DHCPACK )
= ﬂ A— \ |
S— —  DHCP Server

If DHCP server sends DHCPNACK, then address
IS released

20



(i JiSi 5 %a1) DHCP JsS st Jas 430

DHCP Client
00:a0:24:71:e4:44

DHCPRELEASE

Renewing Release -

DHCP Server

LI
LU

DHCP Server

21



Renewing Release

DHCP Client
00:a0:24:71:e4:44 DHCP Server
—— DHCPRELEASE >
g ‘I:I uuuuuuuu ‘ ’
— —  DHCP Server

At this time, the DHCP client has released the IP

address

22



BOOTP JsS5i5.: e DHCP JsS 550 Jas 4

Argon
00:a0:24:71:e4:44 BOOTP Server
BOOTP Request
00:80:24:71:e4:44
Sent to 255.255.255.255 \

LU
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Argon
128.143.137.144
00:a0:24:71:e4:44 DHCP Server
BOOTP Response:

IP address: 128.143.137.144 ’
< Server IP address: 128.143.137.100 ——
Boot file name! filename

W

)
LI |
mih

[MiT orrrrrs

-
L




BOOTP JsS5i5.: e DHCP JsS 550 Jas 4

Argon
128.143.137.144
00:a0:24:71:e4:44 DHCP Server

—— TFTP

“filename”\

LU

LU

128.143.137.100
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Argon
128.143.137.144
00:a0:24:71:e4:44

BOOTP JsSsi5. e DHCP JsS 8850 Jas 4l

DHCP Server
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RFC 1633 b s3ae

(real-time applications ) _fasll o3l clipds ye5 Ll caagy @
(QoS guarantees) daxall 33 Jsa Slilaay

D) a1 Aaasl 33 sal il and ¥ | i S50 Leasanat (5 5a LS e iyl sy —
best effort Iaw e Talaic) iyl

Per-flow QoS model -

flows J traffic A IntServ ~a —
5-tuple “IP = 23ss flow JS 5, dime dedd 33 5a allaty GUSL (0 (38035 (e 3 jle flow JS e
source address, IP destination address, protocol, TCP/UDP source port
and TCP/UDP destination port”



(IntServ-enabled router) IntServ 1l daa aexi Al clighll e
Oarlsl Cpaili ae
Traffic control —
Resource reservation —

Traffic control -

Packet scheduler —
(qUEUES) isiuall (e e same e Clibull din sy @

Packet classifier —

flows saxl (i) 365 Al o1 s dallaall (udd aiiall puai] Al QS dallag o4y o

(routers may 4sse JS Gada 4l ulae o el dage JS 8 CUSU ol &5 o
classify their traffic differently



Admission control —
Llls Leanat iy 3 clllall oLyl (s ¥ 5l 4aadd o3 o ¢S waall Gl S 13) Lad aaay o
amdy o sl Qllall J gy Al MATL a8 4s g0 JS B Lalill ods pumg oy

Resource reservation

s wld )kl 3 flow-specific states (Ao Lliall (als o€ gy Aaul g oddii o3y —
Jisall Jus yall (g0 395kl sk (e 450 S

Standard protocol is the Resource reSerVation Protocol (RSVP) —



Backbone part
(mostly implemented via

Forwarding part

(mostly built via

software)

hardware)

Integrated Service Architecture (IntServ)

IntServ-enabled
router

Reservation Management

setup agent | | agent

I |

| . !

Routing : Admission :

agent : control :

! | |

| [

Routing L _Trafficlcontrol
database database

Classifier

o E—
scheduler




Integrated Service Architecture (IntServ)

—/Handles each packet passing the system (involves)

IntSe hardware assist)
routg . Includes three main components
* an input driver, an Internet forwarder and an output driver
* The Input driver is an input queue
The Internet forwarder
« Forwards the packets based on their IP headers.
* Implements a classifier to classify incoming packets and
forward them following that to the adequate output driver

 The output driver is, in practice, a packet scheduler

Backbone part
(mostly implemented via
software)

S S
scheduler

Classifier

hardware)

Forwarding part
(mostly built via




Backbone part
(mostly implemented via

Forwarding part

(mostly built via

software)

hardware)

Integrated Service Architecturs—

—_—

Creates data\
structures to

IntServ-enabled Reservation | | Manage control_ the
router setup agent | ! ager"l forv;/ardmg
I ar
P S S
Routing : Admission :
agent : control :
| |
|
[

Routing

database ‘ B

Classifier

Traffic! control

database

Packet
scheduler




Integrated Service Architecture (IntServ)

© -
= IntServ-enabled Reservation | | Management
 Implements a routing setup agent | | agent
protocol (e.g. IP) and : ! :
SO @ Routing : Admission :
database to assist in agent | control ,
taking routing 2 g, |/_/7 |
decisions ! '
Rm‘ég * Decides whetheqtmI
£ database a new requebst o
__________________________ can e [
% © accommodated
g 2o or not
€3 . 5 Packet
—_ O
SN Classifier | st EMM——)
S8 £
=)
o \E., o
LL Internet forwarder




Integrated Service Architecture (IntServ)

IntServ-enabled [ ___ . | | Management
router setup agent | | agent
|

©
S
5 8
Qc __
S o2 [+ implements a + used to manage the work of
§ g-% protocol to reserve the router
057 resources (base - Should be able to
m o protocol IS the « Modify classifier and packet
8 Resource scheduler databases
= ReserVation Protocol * Create new  admission

control policies )

e M
scheduler

\\ (RSVP) ) J _____

hardware)

Forwarding part
(mostly built via
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Resource ReserVation Protocol (RSVP)

/Each RSVP-enabIed\

/ \ router installs Path state
Path message and forwards PATH

from Sender message to next hop on
contains Traffic

route to receiver
Specification )
that profiles the
flow to be sent ' N\
Path Receiver cannot
message o make a reservation
pan N

request until it
receives PATH
message

message

Path

essage

)

Sender Path

_)
message

Receiver




Resource ReserVation Protocol (RSVP)

~ESV

RESV messag
messag ° < SV
e messag messag
Sender /R ° @
/T he RESV message goes M.
upstream  following the messag messag

Source Route provided in Receiver
PATH message;  each
RSVP-enabled router RESV  message
makes the  requested contains  resource

Qeservation j reservation request




Pros -
Provides the highest possible level of QoS -

Soft-states behavior enables the release of resources after timeout -
even without explicit resource release messages

Supports a wide variety of applications —

Cons -

Scalability problem -

Each flow must be handled and maintained by each router on the data -
path

Signaling overhead due to RSVP soft-state behavior —
Shortest path routing (OSPF) may not be optimal —
No fair distribution of limited resources among users (no fairness) —

Violation of IP principle (states are stored in end-hosts and in each =
router on the path in between)
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Differentiated Services Architecture (DiffServ) - Basics

Edge routers -
Forward customers traffic from/into the network —
Characterize, police, and/or mark traffic being admitted to the network —

Admission control —

Firewalls —




Differentiated Services Architecture (DiffServ) - Basics

Core routers
Forward traffic between other core and/or edge routers —

Differentiate traffic insofar to cope with transient congestion within the -
network

Intelligence is shifted to network borders (edge routers) —

—
T ey




Differentiated Services Architecture (DiffServ) - Basics

* Ideas
- Alternative to the high complexity of the IntServ architecture
- Incremental improvements on the best-effort service model

- Remove complexity from the core nodes —-> scalability

DS Boundary
DS Ingress o Node
Node — | DS Interior Node

DS Egress

d
« Edge-and-core architecture \

- Complex decision making is pushed to the edges

- Edge-to-edge are built from a small set of core router behaviors



« Two primary types of DiffServ classifiers (applied in ingress node)
- Behavior Aggregate (BA)

- Packet classification solely based on DiffServ field (Differentiated Services
Code Point — DSCP values) in IP header (former ToS field)

— Multi-Field (MF)
- Packet classification based on multiple fields of the header
- Source and destination addresses
- Source and destination ports

- Protocol ID

* Within a DiffServ domain many flows may share a single DSCP



« Per Hop Behavior (PHB) is a description of the externally
observable forwarding behavior of a DiffServ node applied to a
particular BA

- Resources (buffer, bandwidth, etc.)
- Priority relative to other PHBs
- Relative observable traffic characteristics (delay, loss, etc.)

No constraints with respect to implementation!

« PHBs are indicated by specific values in the DSCP and build
blocks for edge-to-edge services

— DiffServ allows to map multiple DSCP values onto the same PHB



Two PHBs have been standardized by IETF
- Expedited Forwarding (EF)

- Every router along the path services EF packets at least as fast as the
rate at which EF packets arrive

- Rate shape or police EF traffic on entry to the DS Domain

- Configure the EF packet-servicing interval at every core router to
exceed the expected aggregate arrival rate of EF traffic

- EF packet-servicing intervals must be unaffected by the amount of
non-EF traffic waiting to be scheduled at any given instant

- Used for
- low-loss, low-latency and low-jitter services

- Assured Forwarding (AF)

- Relative bandwidth availability
- Packet drop characteristics

- Parameters (drop probabilities, queue sizes, etc.) are assigned by the
network operator allowing him to build desired end-to-end services



DiffServ — Traffic Classification

Wide variety of E2E services
UDP - CBR

s 80w }

Voice stream

(
(llllll(f
(

‘T

limited link speed

Video stream

Y %
Data packets

(-II--(%

DS Ingress router maps a wide variety of
traffic into fewer classes by marking the
ToS byte in IPv4 header or flow label in
IPv6

Restricted set of PHBs
- complexity is reduced




 Pros
- Wide variety of services and simple introduction of new ones

- Avoid per-flow or per-customer state handling within core network
nodes > scalability

- Interoperability with old network nodes
- Support of incremental deployment

- Division of forwarding path and management plane

« Cons

- QoS guarantee is on the basis of PHB - difficult to predict E2E
behavior, especially if packets cross many DiffServ clouds



Next Step In Signaling (NSIS)



Developed by the IETF nsis working group (RFC 4080) -

Framework aiming at
Interworking between different QoS mechanisms -
Simplified QoS signaling —
Support of mobility —

Same signaling problem RSVP are addressed. However -

In contrast to RSVP, NSIS remains usable in different parts of the -
Internet without requiring a complete E2E deployment

Signaling can be used for purposes other than resources reservation —



NSIS aims at providing a global model that supports several -
signaling applications by separating the protocol stack into two
layers

NSIS Signaling Layer Protocol (NSLP) -

Contains different signaling applications, e.g. QoS signaling, NAT, -
Firewall, etc.

Communicates with NTLP -

NSIS Transport Layer Protocol (NTLP) -
Interface between the NSLP and IP -
GIST (General Internet Signaling Transport protocol) -

Common signaling transport service for different signaling applications -

Interacts with other security and transport protocols, e.g. TCP, IPSec, etc. -



NSIS - Overview

Signaling application-specific
functionality

NSLP
4
GIST API
' Routing of per-flow

NTLP ' signaling messages
. Discovery of next

node
Transport of signaling

message
Reusing of existing
transport and

security protocols




NSIS — NTLP/NSLP Scenario

NSIS node supporting
signal application A

No NSIS support

Initiator Responder
] )
|
NSLP NSLP | | NSLP NSLP NSLP
A A | | B A/B A/B
|
| |
| |
GIST 4——} GIST ————— = — eI = — — — — » GIST — —# GIST
| I
o _ ]

- & & & <=

Host Router1 Router2 Router3 Router4 Host




RSVP-like operation, however only unicast is supported

Sender- and receiver-initiated reservations

Support for different QoS models such as Intserv, Diffserv, others

Four types of messages are used
RESERVE: creates, modifies or deletes reservation state -

QUERY: discovers available resources along a certain path -

RESPONSE: acknowledgement that indicates receiving RESERVE or -
QUERY

NOTIFY: notifies in case of errors -



Sender-Initiated Reservation

QoS NSLP —RESERVE
Initiator message

RESERVE

mneeaqe

RESPONSE

BESPONSF.essage : SERV QoS NSLP
message RESPONSE A Responder

nssage
message

RESERVE

w BESPONSE

message
message



Receiver-lnitiated Reservation

QoS NSLP

Initiator
== QUERY
. ) mneeaqe
e UERY QoS NSLP
S message Responder

D il =" "'W

DINO¥ P '73-'»
RS nioesagge



Pros

Support of different signaling applications
Decoupling of discovery and transport of signaling messages

Flexible flows, each session has an ID

Session ID can be changed - support of mobility -
Receiver- and sender-oriented reservation

Better Scalability and extensibility than other mechanisms

Cons

More complex than other technologies

NSIS is now under development
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(Management Protocols
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(Architecture) 4.l

(User Agent) axaivdl Juee

(Message Transfer Agent) 4Ll Jlu)) Jaec
(Message Access Agent) all.ll Jlall Juae

Multipurpose Internet ) o=l e ¥) aaia s S 3l J S5 g 5
(Mail Extensions (MIME)
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(Architecture) 4.



I ASTY) b sl Jals Sl g sl

S sl aade el (ysardin Jiiall 5 Jusell tJY) splandl e
(eMail Server)

User agent User agent

0XxEs
/

Ly

Mail server

Two User agents are necessary
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I ASTY) b sl Jals Sl g sl

o ST Al andia el Ggendion Y Jdisiall 5 Juapall 1 SEI gayluadl e

A

=
10

MTA
Client

Spoo

Mail server

UA: user agent
MTA: message transfer agent

(eMail Server)

Boxes

Mail server

Two UAs and a pair of MTAs (client & server) are

necessary
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P I ASIY) b yad) Jald Sl g sl

eMail ) S5y apll axde ae deaie Jupall GIGT gplinld) o
WLAN i LAN sl (Server

UA

MTA
Client

Yo
'{KI /1/6 % .
% ﬁg; ., UA: user agent
“J * MTA: message transfer agent

Server
lo
[ S
)

10 © | 1o
MTA MTA
Client Internet Server

Mail server Mail server
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A &) Jabs Sl gy b

eMail ) S5yl apll axde s daie Jupall GIGN gpldl o
WLAN i LAN sl (Server

MTA
Client

Yo
{_4] 4/6 %
Op- 1;5 UA:
4/1:‘. J * s user agent
¢ MTA: message transfer agent
MTA
Server

19 m
Y

Two UAs and two pairs of MTAs (client & server) are
necessary

Mail server Mail server
64



I A byl Jals Sl g L

SNl aade e Golie dsal) 5 dusll sl ) o
WLAN I LAN alasiuly (eMail Server)

MTA
Client
2, ¢ UA: user agent
: . *?'4/ MTA: message transfer agent
*e ’Of‘ L. MAA: message access agent
*
0"'7/1,
*
*

¥ I
MTA MAA
Server Server

I ‘@

5 g
= o
i3 A
o © | o
MIA Internet MIA
Client ' Server
Mail server Mail server
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A &) Jabs Sl gy b

S ) e e Oslstia did) 5 dusall cbl) syl o
WLAN I LAN .laaiuly (eMail Server)

UA
Client
> UA: user agent
: ’oﬁ/lf MTA: message transfer agent
e ’Of' L. MAA: message access agent
LN 4
* .. ¢ |
4
MTA MAA
Server Server
= l 3
g = 5B

Two Uas, two pairs of MTAs (client & server) and two
pairs of MAAs (client & server) are necessary

Mail server Mail server
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POLL 4des 5 PUSH 4l

MTA MTA
Client Server
a. Client pushes messages
Request
MAA §
Client
Response

b. Client pulls messages
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(User Agent) aaiicadl Jue



oSNl GliSa e JaY) 3Sall 8 UA

dju)j‘ dl_.\ﬂlu\ S dl.ua‘);‘ Z.AJ.A em 638;3 d

...1 1 4] e
Command-driven UA —
mail, pine, elm, etc. °

GUIl-based UA —
Eudora, Outlook, Netscape, etc. -

69



Behrouz Forouzan
De Anza College
Cupertino, CA 96014

Firouz Mosharraf
Com-Net
Cupertino, CA 95014

eMail 4 4z

Mail From: forouzan@deanza.edu
RCPT To: firouz@net.edu

Envelope

Header

Body

70



Local part

(IR ) o) sis

Mailbox address of the recepient

Domain name

The domain name of the mail server
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(Message Transfer Agent) 4l Jla)) Jaes



(MTA) b))l Ol Jsee aladinly 2y g 5N apll el JlsyY!
Al Jlayy client MTA e aUaill gginy of cang
Al Jusy server MTA e alail) sginy of s

I 5 client MTA 1 Jae 301 5 4 sasy 3l bl JsS5i5 50
Simple Mail Transfer Protocol J<gis» & server MTA
(SMTP)
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SMTP

SMTP JsSsigsn s Jme

R
A

Y

Mail server

Internet

Mail server
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Alaiuy) g el 5!

Commands
Client Server
Responses
Commands
Keyword Argument(s) Keyword Argument(s)
HELO Sender’s host name NOOP
MAIL FROM Sender of the message TURN
RCPT TO Intended recipient EXPN Mailing list
DATA Body of the mail HELP Command name
QUIT SEND FROM Intended recipient
RSET SMOL FROM Intended recipient
VRFY Name of recipient SMAL FROM Intended recipient

75



Alaiuy) g ) 5!

Responses
Code Description
Positive Completion Reply
211 System status or help reply

214 Help message
220 Service ready
221 Service closing transmission channel
250 Request command completed
251 User not local; the message will be forwarded
Positive Intermediate Reply
354 Start mail input
Transient Negative Completion Reply
421 Service not available
450 Mailbox not available
451 Command aborted: local error
452 Command aborted; insufficient storage

76



Responses

Alaiuy) g ) 5!

Permanent Negative Completion Reply

500

Syntax error; unrecognized command

501 Syntax error in parameters or arguments

502 Command not implemented

503 Bad sequence of commands

504 Command temporarily not implemented

550 Command is not executed; mailbox unavailable

551 User not local

352 Requested action aborted; exceeded storage location
553 Requested action not taken; mailbox name not allowed
554 Transaction failed

77



(Connection establishment) 4w gl (uuls

MTA
Client
220 service ready |
2 HELO: deanza.edu

250 OK 3
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(Message transfer) bl Ja

MTA
Server

MAIL FROM: forouzan{@deanza.edu

250 OK

RCPT TO: firouz(@net.edu
250 OK

DATA

' 354 start mail input

From: Behrouz Forouzan

To: Firouz Mosharraf
Date: 1/6/05

Subject: Network

>

L lol 00

Dear Mr. Mosharraf

L
»

| We want to inform you that |

>

A single dot

250 OK

Envelope

Header

Blank line

Body

Q 79



(Connection termination) dla gl ¢l

MIA Server
Client
1 QUIT >

< 221 service closed 9
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(Message Access Agent) ALl Ml e



SMTP
a push protocol -

pushes the message from ) saaal A sl Ge (S A8 2l Bl y Js p —
(the client to the server

JsSsisn A gliad gsodll ) aadall e Sl calad
The direction of the bulk data are from the server to the client —
(Message Access Agent (MAA)) Alu )l Maill Jreal zUiss —
il —
POP3 -
IMAP4 -

82



IMAP4 5 Pop3

| SMTP SMTP POP3 or IMAP4

r 3

»
Ll

A
¥

. _ LAN/WAN
Mail serv Internet Mail ser\j. - A\

Bob
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Mail Server

POP3

Server

Pop3

User Computer

POP3
Client

uscer-namec

OK

password

OK

list

e-mail numbers and their sizes

retrieve 1

e-mail 1

PYPIPLR

]
®
L]

retrieve N

e-mail N

x:

84
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oalSY) amia g A bl JgS g
Multipurpose Internet Mail Extensions )
((MIME)



Bl b)) Led oy Al pall Glis e 128 oS] dlen dalee 55 S 3l Jla )
9 STy
NVT 7-bit ASCIl ety Ala ) Jua ) ay —

e Cua (supplementary protocol) JeSe JsS5i5 0 ¢ MIME JsSgis
s S 3 e non-ASCII data Jew b

= MIME JS 555 a st
NVT ASCIl data ! Ju<ll 4ea 2 non-ASCIl data i3 —
AT 2 e Leda o gl MTA ) bl -
ala¥) Lapall L) Taase Al Allu )l Jysad oy —
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7-bit NVT
ASCII

Non-ASCII
cgde

—| MIME

E-mail Systen:

MIM

E JsSsigpndada

7-bit NVT
ASCTI
| Non-ASCII
: code
——1 | MIME
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MIME J.sS 635 3 4wy 5 53

E-mail header

MIME-Version: 1.1

Content-Type: type/subtype
Content-Transfer-Encoding: encoding type
Content-Id: message 1d

Content-Description: textual explanation of nontextual contents

MIME headers

88



MIME J S 5350 o4 cbilanall Jalail

Type Subtype Description
Text Plain Unformatted
HTML HTML format (see Appendix E)
Mixed Body contains ordered parts of different data types
Multipart Parallel Same as above, but no order
Digest Similar to Mixed, but the default is message/RFC822
Alternative Parts are different versions of the same message
RFC822 Body is an encapsulated message
Message Partial Body is a fragment of a bigger message
External-Body | Body is a reference to another message
Image JPEG Image 1s in JPEG format
GIF Image is in GIF format
Video MPEG Video is in MPEG format
Audio Basic Single channel encoding of voice at 8 KHz
Application | PostScript Adobe PostScript

Octet-stream

General binary data (eight-bit bytes)
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Content transfer ) MIME JS 551 & Gllaadll Ll
(encoding

Type Description
7bit NVT ASCII characters and short lines
8bit Non-ASCII characters and short lines
Binary Non-ASCII characters with unlimited-length lines
Base64 6-bit blocks of data are encoded into 8-bit ASCII characters

Quoted-printable

Non-ASCII characters are encoded as an equal sign plus an ASCII
code
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Non-ASCII data

11001100 10000001 | 00111001 | A set of bits
| |

‘LCombine and split
| |
110011 | 001000 | 000100 | 111001 | Four 6-bit numbers
51 8 g 57

[ B B

Base-64 converter

B T o1 Chaacters

ASCII data
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Base 64 converting table

Value | Code | Value | Code | Value | Code | Value | Code | Value | Code | Value | Code
0 A 11 L 22 A% 33 h 44 S 55 3
| B 12 M 23 x 34 i 45 t 56 4
2 C 13 N 24 Y 35 i 46 u 57 5
3 D 14 O o Z 36 k 47 v 58 6
4 E 15 P 26 a 33 | 48 w 59 7
5 F 16 Q 2l b 38 m 49 X 60 8
6 G 17 R 28 e 39 n 50 y 61 9
7 H 18 S 29 d 40 o 3l zZ 62 +
8 | 19 T 30 e 41 p 52 0 63 /
9 J 20 U 31 f 42 q 33 1

10 K 21 A\ 32 g 43 r 54 2
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Mixed ASCII and
non-ASCII data

00100110

ASCII data Py

Non-ASCII
00100110 01001100 | 1001 1101 00111001 01001011
& L 9D 9 K
Quoted-printable
01001100 00111101 00111001 01000100 00111001 01001011
L = 9 D 9 K
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Web-Based e-MAIL

Hotmail, Yahoo, Google, ) s AW aoll Ju )Y i yi) a8l se aladial o3 o
(etc.

1ALl .

SMTP
Client

HTTP
Server

“*er | [sMTP
Y | Client

Alice site Bob site
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Web-Based e-MAIL

Hotmail, Yahoo, Google, ) s 3 wall Jluy¥ < 5] «8) ge aladiul o4 e

(etc.
2 Al .
HTTP HTTP HTTP HTTP
Client Server Server Client

Bob

SMTP
Client

Internet

Alice site Bob site
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(Remote access) i (o I
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(Remote access) (e il sl

(= (corporate resources ) iSjuiall joladl (4 desenal il 4 taxy oo Sl e
(corporate network) as.ill ~jla

Remote Access

Corporate
resources

Remote Computer
at Home

Wireless
Access Point

Remote Computer
at Internet Hot

Wireless Spot
Clients 97



gleall 5 el palil NS0 e el VPN cDlay andiius

VPN Protocol

Description

Point-to-Point Tunneling
Protocol (PPTP)

Widely supported in clients
Traverses NAT easily

Easy to configure

Layer 2 Tunneling
Protocol (L2TP)

Uses IPsec to encrypt data
Increased security over PPTP

More difficult to configure

Secure Socket Tunneling
Protocol (SSTP)

Uses Secure Sockets Layer (SSL) to encrypt data
Can pass through proxy servers on port 443

Easy to configure
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